
IMPOSTER SCAMS
According the Federal Trade Commission’s 
*Consumer Sentinel Network Data Book 2020, 
seniors 60 years of age and older reported being 
victims of government imposter scams more than 
any other type of scam in 2020. 

Here are some ways that seniors can protect 
themselves from falling victim to these schemes.

Don’t automatically 
trust your Caller ID. 
Scammers can ‘spoof’ calls to 
make it look like they are calling 
from your local area or from a 
known business, organization or 
agency.  If you get a call from a 
familiar number and they ask for 
personal information, but you’re 
not sure it’s legitimate, hang up 
and call the organization from a 
trusted or known number to 
confirm that they were really 
calling you.

Government agencies 
will not give you an 
unsolicited call. 
Government agencies like the 
Internal Revenue Service (IRS), 
Social Security Administration 
(SSA) and Medicare (CMS) will 
generally not call you 
unsolicitedly.  They typically 
communicate primarily by mail.  
If you receive an unsolicited call 
from a government agency, 
hang up.  It’s a scam.

Do not provide 
personal information 
over the phone. 
It is best to provide personal 
information in person to people 
you know and trust and only to 
those who absolutely need the 
information.

Don’t answer the 
phone if you don’t 
recognize the number 
on your Caller ID.  
If the number is unfamiliar to 
you, it is likely a scammer.  
Important callers (doctors, 
pharmacists, acquaintances) 
will usually leave a message 
and you can call them back.

Never pay for 
anything by obscure 
methods. 
Scammers often ask their 
victims to pay for bogus items 
and services by gift card, 
bitcoin, money order or wire 
transfer. These methods are 
almost impossible to track and 
just as impossible to recoup 
losses. If someone requests 
payment by these or other 
obscure methods, you can 
almost guarantee that it’s a 
scam.

Don’t succumb to 
threats by unsolicited 
callers. 
Threats are often used by 
scammers to get seniors to 
provide them with sensitive 
information or money. Seniors 
are threatened with loss of 
benefits, fines, and even arrest 
or jail time for not cooperating 
with the scammer.  These are 
empty threats, as no legitimate 
organization will require you to 
provide personal information or 
payment during an unsolicited 
call.  You can simply hang up 
and know that your benefits are 
secure.

*https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-book-2020/csn_annual_data_book_2020.pdf

For assistance with suspected 
cases of healthcare errors, 

fraud and abuse, contact the 
Virginia Senior Medicare Patrol 

at  
1-800-938-8885

For more information and 
resources about healthcare 
fraud, visit the Virginia Senior 
Medicare Patrol website at 
www.VirginiaSMP.com 
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